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shape state coercion. International Security, 44(1), 42-79. https://doi.org/10.1162/isec_a_00351

* United Nations Institute for Disarmament Research (UNIDIR). (2021). The role of technological ad-
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strategy. RAND Corporation.
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Igdunalulagfninmilutegiuassgnihunldiluniesdendnlunissnwesulneg
malgiueiazaianuiungEulviinind viunaenuRukIuYeivimiaI g
Tanluenissui be™

anuinIntaulgiuasvanawinlusisssne

Uagdunasindszimaumarunanazyssimadihaumaluladitlauesin
lewesidufisaniesfioatuayunisnisioasvintu wifeensnignsaans
fensnsodndunaniugluauusulfiduty sall enufanihdulauesussnesin
TuhatssmaAassiouriunsiuasuudadly o Gaudn &l @). andsiuiBesngnis
{la9Us73 (From Passive Defense to Deterrence) Ingnasiniuiih wy anigeuisn
(US Cyber Command)™ l§iUasundnieuannisifissdfesiuainssuunisly
snfunmsnsatuuasfusfoanauiuddunsufionisaidaaiuanansoly
msmeuldt (Counter-offensive) easssunanstiossiumileiues w). msysunis
walulagiaUflusi (Emerging Tech Integration) °* Inan151n Artificial Intelligence
(Al) waz Machine Learning ultlunisiinsizideyavunnlvgiievnvestniuuy
Real-time Fauden1simumalula Quantum Computing ieravianessuuswarnu
uvedlanllegaduds uas m). A9A31UgNHEN (Hybrid Warfare) f1un1sly
Ujdanismisleivesaiugludvujoinnsdeyatiansiieatrsnnudaiou
Tunszuiumsinauladadugnsisndiulsodsdmauluaudaudsuadsluasgd
glsunzTusenuazayiuoennanslulagiue®

el anufaviduluuevesnowinansye wardsaluslutiigtuasiou

v A

Tiuegstaudrsunsiausumaluladaninan dsieazden fall

°" nqug wild. (2565). mnwdamdmanaluladiunisusudavesnasinluamssyil 21. ddinda
unIngaedasnuussing.

o€ U.s. Department of Defense. (2023). Summary of the 2023 Department of Defense cyber strategy.
https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023-DOD-CYBER-STRATEGY-SUMMARY.PDF
oc Synergia Foundation. (2026). Global futures 2035: Scaling cyber resilience in an era of quantum
computing. Proceedings of the Synergia Conclave 2026.

@bJensen, B., & Valeriano, B. (2024). The future of cyber power: Lessons from the integration of cyber opera-
tions in modern theater. Journal of Strategic Studlies, 47(2), 145-168. https://doi.org/10.1080/01402390.2024.
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o). ANUimhalwuesvanawinansgamsn

nowinaniyy lwenseaulilyueianssuvatuayuludinanuaunsandn
Tun135U (Core Warfighting Capability) * Wi} ANy ﬁmiLﬂ?ﬁlﬁmLLUaﬂL%ﬂ&p/lﬁmﬁm%
wazaluladfiddriunstinsmanslavesatiulvmi® eeoe fil

0.0) gN3AEAINI15UIUTINTIIN (Defend Forward & Integrated
Deterrence) : @133 Usuidsuundnniduiidunssesumeluaietisvesmu
uiumsliuunfn “Defend Forward” Zsseylinestiymnislswesanunsaufininig
uaniASetIBTsmUiiatauefnnauRudd oA ausufuansya i
gnsenansl beoe LALiuAUGAYYE “Integrated Deterrence” visen1stosusu
wuuysannsitliiedostielunndd famamms maye warlewesaaugiu =
ails ﬂﬁﬂié}’qmﬁmamﬂmuaﬁ b&ox (President Trump’s Cyber Strategy 2026)
anigy 1isenalindn “Deter and Disrupt” Guitfunisainaninuiuiinveu
(Accountability) duiufilandnauszlevivesansgn nanfensdadulilau
AoISURRTOULAE YA TRBNa8IN15ATEYN (Holding Adversaries Accountable)
Tnsgmsmansiusznoulude o lawdn Wi msuuddeunginssudhonsedi,
nsufsungandeuliidosieenty, nsenseduinietnesguiadie Al nsteau
Tassadeiugdngs (), nsnsesnuludiilumealuladifinlng waznisains
YPAINI D™

o.0) N1FYIANINTT Al Uazszuudaludid (Algorithmic Warfare) : lu
U oeom - beow nsvimansg I#Fuh Agentic Al uazszuumsiBouiueaiolo
(Machine Learning) wrilflunsnsradusoanmunuuSealniBesielviansoiesgi
sUwuunslauAfidudeu (Advanced Persistent Threats: APTs) uagmeuldlagdnlusii

*’us. Army. (2024). Army digital transformation strategy 2024-2028: Integrating artificial intelligence
and cyber resilience. Department of the Army.

°% U.S. Department of Defense. (2023, May 26). Fact sheet: 2023 DoD cyber strategy. https://media.
defense.gov/2023/May/26/2003231006/-1/-1/1/2023-DOD-CYBER-STRATEGY-FACT-SHEET.PDF

% Executive Office of the President. (2026). President Trump’s cyber strategy 2026: Deter and disrupt.
The White House. https://www.whitehouse.gov/
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Tusydumnugaseiuiiadiuni® venanidallasinis Cyber Vision 2025 484
nesviwenefisitiunisadandetefiannsaiuysruuldlneslui

o.) MIenszAUgREmnTsulasfuUszme (Defense Industrial Base - DIB) :
anuimvihidASnusznisfenisvengveuanisdunseslusaningnanunss
Uasnuuseinenulasenis Cybersecurity Maturity Model Certification (CMMC)
iieliulaininlsguniuvesnasinaglsinnidudmuievesansnssuleiues
ngudanagnsemans = vl nesdyinisluesandyn (USCYBERCOM) Iéi3udng
Iﬂiaa%fmﬁugﬂu%’agaizé’ummﬁ’umqﬂﬂémmgm Post-Quantum Cryptography
ietlesiufsnneuaneeyiime smeusifiaainazaansaneasviadulutiagtls
Tuowandulnd il vihonugasEuunuUasuinudnguiuy 7elul beos *

v Y v ¢ v o ¢ .
). AufnEauluuasvasnaswindealus (Singapore)
denlusidumegsiilanauvessgruinanfifidaanuaunsasulsues
seaulanlnedszuulunsdnlasiasieesansiazn1ssiuienuunyad il
©.0) N5INANKEINA < Digital and Intelligence Service (DIS) : @wnlUs
Hunilluliiusemaludsenaulanidasmhelauesituma g « egrafuguuuy
AuAiunaavinun, Feuarenia lagldye Digital and Intelligence Service (DIS)
NANIAAYAUUNIIIVTITAANNANNTOAIUYINTBRITR N1sUJURANTaeRT Y
Joyaiasuarnistesiulassasniiugingalineldaenisdefudayenies
o.lo) NIFYIUINIT “NIT - walsou” (Whole-of-Government Approach) :
nogvindsaluslaeg DIS aganilususiuduarinauainusiuanslasndelgiues
WIAYNA (CSA) lumiheulvdizen Defense Cyber Command (DCCOM) &iinsdna
oo Luckenbaugh, J. (2026, March 10). ALGORITHMIC WARFARE: Cyber ops increasingly melding with ki-
netic conflict. National Defense Magazine. https://www.nationaldefensemagazine.org/articles/2026/3/10/
cyber-ops-increasingly-melding-with-kinetic-conflict
© sOCRadar. (2026, January 23). The U.S. 2026 National Defense Strategy: A cybersecurity perspective.
https://socradar.io/blog/us-2026-national-defense-strategy-cybersecurity/
oo Thales. (2026, January 6). Al, Quantum, and the cybersecurity threats defining 2026. https://cpl.
thalesgroup.com/blog/data-security/ai-quantum-cybersecurity-threats-2026

om Ministry of Defence, Singapore. (2025, March 3). Fact sheet: Defence Cyber Command and SAF C4

& digitalisation command. https://www.mindef.gov.sg/news-and-events/\atest-releases/03mar25_fs/
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Sectoral Cyber Defense Teams (SCDTs) Lﬁa@LLammﬁ’umé”mlmuaﬂu ©o
mAdudfTesUsEmA WU nEukarMsRu = el 1l edos Ferliladn
1431y Digital Range muldgud Cytec AilF3unsiauiiosesiunisiindqe
A-Simulated Cyber Defense @sansnsadiassanunsainslonifidudousziugs
(Advanced Persistent Threat - APT) Wa3935UN1SHNIIMAUANUILNANIUIZUY
nilna

.o) 1A59N15 Sentinel wazn1sasg “Al-for-Cyber” Talent : Faalus
34:0Lﬁumia%’NQﬂa’lﬂSé]’jﬂLLGii%(?]JULEJﬂ“lju&i’]uIﬂS\iﬂ’li Sentinel Program me lagly
U oeo lé’l,ﬁmé’ﬂqm Applied Al Core Competencies tiaw3ounnundoy
TndniFeunmiswazienasulaaiuisald Al Tunisiesizidaiisieznside
TFmemansmaRavialsosnadone™ smfdimsitadgug Cyber Defense Test
and Experimentation Centre (Cytec) filfinaluladl Virtualization TEAUGEMTU
T1894ATUBYRIUTEIMALAEHngouN1TTUilaNIslauATEAUSY (State-sponsored
attacks) sadsn1madeuwmalulag 56 wag Al TunisAaniavmng

o Ministry of Defence, Singapore. (2026b, February 27). Fact sheet: Cyber Defence Test and Experimen-
tation Centre (CyTEC) and sectoral cyber defence teams (SCDTs). https://www.mindef.gov.sg/news-and-
events/latest-releases/27feb26-fs2/

ok Ministry of Defence, Singapore. (2026, February 11). Singapore’s Digital and Intelligence Service
participates in multilateral cyber defence exercise. https://www.mindef.gov.sg/news-and-events/lat-
est-releases/11feb26-nr/

o2 Ministry of Defence, Singapore. (2025, November 28). SAF expands cybersecurity student talent
development programme to include Al skills in 2026. https://www.mindef.gov.sg/news-and-events/
latest-releases/28nov25-nr2/

o Cyber Security Agency of Singapore. (2025, November 12). Al-enabled capabilities and collaboration
with industry elevate defence of critical infrastructure at national cyber defence exercise. https://www.
csa.gov.sg/news-events/press-releases/ai-enabled-capabilities-and-collaboration-with-industry-elevate-de-

fence-of-critical-infrastructure-at-national-cyber-defence-exercise/
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whuseasd
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Audmudaleves
auluri
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nsvinnesdng eysgnmaiussdnsaussousgs
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(Royal Thai Armed Forces Headquarters)

“ wnuUURTIYNT sveE ¢ U (W.Aodos-bdro ) neslyainisnesinlng (aUuuilufiasiiv) https://strapi.
rtarf.mi.th/uploads/0_2 c277c4a85d.pdf
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ogndlsfinu msuftRnmslulilaueslinanadugmsuinui € soanmaun
Mangla M9e1ne wazeana agnesinlnglduiuiuAsunumatazevsaans
ysgnsuuRnismaneiia (Multi-Domain Operations: MDO) Wagensesiulasaasng
nsUImsInn1sanaudluiuesimsiugmiiedyrinisleeivms nesdyyinis
nowinlne iosesiufoanausuuuulmiffanududeou a5 uazlinsuunu
fial unumuazn1sRavesnawinlngluiflewesmunsouunuynsaansuay
ausUnuTImevns annsnagUsenidu ¢ fundn il
o). n1sdasiuuazn1suianismieleiuasiBedu (Defensive Cyber
Operations: DCO
0.0). MIAITIATIAVINTYINTNIAUATA LvinNTTIUTILAZUTEITY
szuvansauma Tassienisaeans uazsruutsdudauiuagssuumunu (CAISR)
vosnesimlnenazauivain iloszyaaseulazvasmimsleues
0lo). MadhszTiaemevauasioanauuuuBealnl IFdakuas i
winnssugueuiiinsnvanusiuasUaensisleiues (Joint Cyber Operations
Center: JCOC) muafumsthaniinenssunnusiunsasniouuy Zero Trust
Architecture (ZTA) srlflunisundlesszuuiafetiemanminaen e 42l
o.m). MIdaMsamdsaazusImnNsal dvusluslareanisiuile
fummmsaiazidanusiuasasafenslsiediitefnvanmaumiensuresszsuy
walulagniamms
w). N1sUuRnIsnslaiuasiBesnuasnisdnansasleiuas (Offensive
Cyber Operations & Cyber Intelligence)
0.0). M38USs T3 waemeuld fmswaudaenuannselunsufon
MUngN1LTMAs (Rules of Engagement: ROE) lumsandnaauannga 9avane e

o Asynsaananivy. (2568). aynuny1a wihevyrinisluesnms nesdyvinisnesinlne w.a. 2568.

w8 U INITIUDTNNIS.
7 Jum asrauysel. (2558). UjtRnmsasesulaiues nesdywinisnesinlne. $ngnasny, 57(2), 57-69.
7 gudlgiuaineainun. (2558). wumnsufiinisuasanutuasUasasienidleiuesvenasyinun, tenas

WHELWINIEIBINITNITNNIS.
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shanglassadsiugrumilauesveshonseny mnfeanunsaiansuluues
vidonslaufsuussinszvusioosulnsuesnni =

o). szuuTidudgyunarsrvuaruaunialeiues n1sdenles
aomstsiutiyrnarsnsnsdmsuiRnsmaleuesvemnmaviwlregneld
nsaUNTUNURNITIM

©.o). N1391INTMNIBUES 1ivN1559U59 TAs1eht wazUseidiu
wsliudeanan udaeseingAnssunguiliniad (Advanced Persistent
Threats: APTs) Lilewafisfnuuazannisaimslaufiaasmii

m). nmsundlasiassadreiugruddymisaisaumavasyid (Critical

Information Infrastructure Protection: CIIP)

n.®). msgm’]msmmﬁumizé‘mma vhuidunalandnmianmis
TumsUszanuausuiu ddnanuaugnssunsmsinmanusiuasaendelsues
WA (anue.) sunszsdyainssnwanuiuaiaenseluues w.e. eeol

mlo). Msatiuayuiuiiuennasin Wmsatiuayuidma wiasdo way
mmLs?f&nsmzuuLm'm'aENmiﬂNa%wﬁugmﬁﬂﬁ’ﬁgmqaﬁaumﬁ (Cl) voaUseina 1wu
FTUUNANIY N157UaN N155U1ATT waginsauuay Tunngingalauesszauma ™

). MIRauIdaaduaiursavasmasnanazinaluladguilng

(Capacity Building & Emerging Technologies)

o). NMIaseidmandlsues snsedunistineususulsiseulyues
NS LagWRILNYinweA1U Cyber Range, Forensics, Ethical Hacking samfianasly
\3esilediansanunsalasasiu lowes (Cyber Simulation)

<o), mavszgndlfimaluladdugs Ivinnsideuasysannianelulad
Usyay1usediug (Al-Driven Cyber Defense), ssuviiasigideyavuinlviey (Big Data

" nsgvsasnanla. (2560). gusmansnIstleaiutszma nsznsamarly wa. 2560-2579. dvinaeuuleue
waziNunanly.

™ nesliywmsnesinlne. (2561). gnsmansleveinasinle w.a. 2561-2565. audluuainms.

€ drifnauananuiunienR. (2560). gnsmansnisinynulunsaendtlauasiuiend (.. 2560
2564). dinuensguums.
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Analytics) WagszuuMsWnsiadueAraInIaudy (Post-Quantum Cryptography:
PQO) Wleenseduiifsuluiuesiing “nesindivia” =

&). AUINTABTENINNUTEIMNARATNITUHUANITIIN-HEN (Joint &
Coalition Cyber Operations)

&o). Mindenmalmuedseiununni idhsuuasdadnseumsiindey
malgluasTiuiuUsemeanusing Wy A1sHA Cobra Gold (Cyber Domain), Cyber
Flag uazn1suseyunguinauaunisdesiuussimanisleiues (Cyber Defense
Working Group: CDWG) “°

&) NsuanUABuREIsNsTNYAnAIY ad1aadetisaus e
sussiunsluuessziuglimaen@eutasingUsna eiihsz Safvanasdnama

ogslsfinny luduwesnsimnesinlvelufiflaveseziininedunse Ao
weUgunig ey neslyrinisnesinlng %uﬂwmaﬁ%’uﬁmawﬁﬂ
lunsdnensiazyURnMsBeysannisTsiuaumaine

WUy vInsluuamims

). AneiiAdLaza1ianleUyrINsleiuasNng

e Uynsleweinms (Aude audluiuasnms)
fanuanunsalun1sufianismnalsuss waznsuuanissay
msluued FadunidduinifnssulumsufoRnisvaieda

uazUsvanuaenndostunisufuRnisaduusimaniai uas

msUftRmssuidy 1 fluwaruennsuftinimvanedfvesnasinlneg Snvid
fauannsalunisuniedlassadieiuguddynisensaunavessemenaonay
LL%’fﬂzymmﬂmua'%ﬁwmamw?iLﬁ'm%’aﬂﬁﬁaQaﬁumi%’ﬂmwaﬂaﬂmﬁmawwﬁ waz

" nsensaenanluy. (2568). ayavay1? MeymInIslauesms nasyrInisnesinineg w.e. 2568.
mheUguInsiiuesnms.

™ nestaumsnesinlne. (2561). ensmiansloiuasnewinlne n.a. 2561-2565. gudlauasyms.

mel aa

AIney weilesveu. (2565). Mswmumidmasiulveivesnasinlneiiiesesiudoanauguuuulng.
M5@5a515Ud, 71(2), 45-58.
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naUstlevivesninazansiunsesssime

). kuIANARtUNIsUUANIINelLURY
Hostudifluvoslumnuiuiinvey silusedugnsmauazensaans fous

gruUnd Usenausie nsufdinismislaues w@aldesusiu (Offensive Cyberspace
Operations: OCO) , N15UfuAn1IMsleLuesiFesu (Defensive Cyberspace
Operations: DCO) wagnsUfuRn1sansaumneuaziaseune (Information Network
Operations: INO) titeliianunsnduilefusoanaumalaiuesainnislaufvesie
nsatny annsadesiuldlviihenssdmdiantuifinislaesvesheon vaebeiu
atvayulithosansadluluifmdlavesveshenssiiu aenndosmuduney
MIURUR aenieaInsUiinis waslianunsedlumslinsujdinismalsues
Iewiuit Wlemnudnudaszninamdshomniuiensedalaiannsogils msufoang
senanaseungunslesiusruunIedvasaumavesnesyyinisnasyinlneg
msysannsbiinnisufuinissn luddlsueslussaunewinlve uazidumiieau
wantunmsudlulynimsnisainalsiueslusyiuusema dudinnuanenssunis
msinwansiuasUaendelsiueiuiand
o). smangvasnletywinisluuasnms

m.a WWvune: Ends lunsuindeunisiauainsanuiunsasndonay
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#9an1a logldnsinnsan maman loun niweinsuaranssuiung wasnalulad
(People-Process-Technology) @fﬂﬁ

Whnedl o People = n¥wensyana Uszneusie (osdutiym
rheguiens gauuRnismsluues (CPT), gnujuiinisnsleesdmsulasadng
fugnuddymisansauna (CNMT), Muadvayukazdraduayun1suuiinig
maliuas lold amnseadeanamunidlaues (CTY), Muatiuayiiwswinidlawes (AST),
Mussdiudeanaumndlgiues (CAT), Mvaduayunsiamslaues (MST) wuavi
thsveramnslewued WusiinslunsufiRnissaumidnaunsnadergiiey
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nsudstuinueneleluasasaungunnIzAuN1sANY) N1390 Cyber Bootcamp 3¢6iU
isenAnNwILszUU Recruit and Talent Management

Process = N39ULWIAA gNSAEAT (White Paper) vianiieunis
UftRnssaumislewed ulsunsuasuunufdilunsinmenutiunasadelsives
SuunsIININIENTINAlLuasUy v NI SasER unusulladuananumsleiues
nesdgymmsnewinlye afuayudiinnuanznssunsmssiviausiuasasnde
lowesuiend waglassadsiugiuddgmansaune wuufoRnismslsues
Usenou wrudesiuussine nguang weeswdydd ngnIensie ngnisidiige
fieatos wazanasgrudunounisvham nsdifiunseng 9 Tin nsussduany
Fee Mamsavsziiunsleesiiunnsgiu nmsufoRnisfunisininsemis
lowesiifiusyAvsam nsadennusuiofudeyatmanstumhesnuilusasuen
Uspina venssiiunumeldnseuanusuiiovssneylevesnasiining

Technology =2 walulad Usznaumie lsaseuleiuasnms
1 Online Course System, Cyber Range & Simulation, Training Center, Training
Labs, Operational Technology (OT) Labs Audufjifinissiumislewes & Joint
Cyber Operation Center (JCOC), Cyber-C2 Technology, Protect & Detect
Response, Cyber Threat Intelligence, Cloud & Edge Computing, Post-Quantum
Cryptography (PQC) Technology, Zero Trusted Architecture Technology, Internet
of Things (IOT), Industrial Internet of Things (I0T) Fmalwlaglunisatiuayuiiy
UfjuRn1s Cyber Deployment Platform Technologies, Forensics, Big DATA,
Artificial Intelligence (Al), Geographic Information System
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mslsuesfiietestu Tassadeiuguddynisansauna () fu dnine
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wielulafuFuAnas (OT Labs) wagiiiuiduviosufinng vesdrasansiinihszde
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Whuanedl e People = T33maieniuthnmned o Wiudunns
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UK, AUS, Singapore, Malaysia, Indonesia WHudu LLazﬂEjaJ Multilateral @i Cobra
Gold, Cyber Flag, Cyber Marvel, Talisman Sabre 1Jugu M sHnUfURN53W
mﬂsm,ua'%%’juga BYIIEUANUIEN AN TINA ST UInYe e lLues

Process => Wasnsiieatudlmvuned o wadumsandiung
msUszanuANTIilaiunsUswma Lain Cyber Defense Working Group (CDWG),
Significant Security Cooperation Initiative (SSCI), ASEAN Defense Ministers” Meet-
ing (ADMM) A1 Cyber kagn15UuAn13 Joint Cyberspace Operations Task Force
Deployment, Cyber Threat Intelligence (CTI) Sharing \Judu

Technology = 1¥3%msifeaduilmunedl o Wadnludau
TsaBeu Wianunsoativayussuy Integrated Multinational Cyber Information
sharing and Training Environment (IMCITE) 210 CDWG%QL‘ﬁuﬁﬁﬂ@mmﬁ%Luag
wuueaulay Wudu

Whunedl « People = MW3%nsideatudivinned o sy

=

{iaayin Network, Website, Mobile, Malware \aiifsmdngnsmsiiamnsod
(Exploit) M1sWmu1 Malware wazifindiunisin n1sinsrunaunisleives
SEAUNDIUYBINITNOWINING, Nowvinlng LazuIua

Process => W3snmsientuilumuned o Wudunsauwuiina
National Institute of Standards and Technology (NIST) 800-115, SANS’ Red Team
Framework and Methodology (RTFM) iag Open Web Application Security
Project (OWASP) Tugmsmans nanfley wagnisandunisaueilon sujuianisiuy
Red Team
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). WU Uizﬂaué’wﬁgﬂmﬂ%@,ﬁzLaﬂﬁauﬁ%aﬁuayummwaﬁ
- Ay lun nsgnananlvi nsenssiavaiieirsugiauasdanm nsensag
Anwisnisnasinlne nesdyywinisnasyinlve mizedgunisleiueinms auduios
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mileiues luuayseUseme danthinmsAnyveenty dantumsiinenvesnessme
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). Niwensyrans WuiladiAy wu JUsiudywseaun ¢
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ninsnnseaulunawinlvg (), neslyyyinisnewinlneg (unvmn.) waziwavin
AfudmihiufiRnusunnuiunsaendemsluuesludausine Wusfavesie
daymnslawes ivsnwanenvuiifemudemgsuanusiuacaendemaluues
). niwensiumalulad Tdunssuusg q Afanusudulunis
UFtRmuiuauiunsUaonfovislewedidu szuuasatufennaiudugs
(Intrusion Detection Systems wag SIEM) gevifwisdasiudawis ssuvimeiveya
I1INT09 uazAsasllodMsUNIESEULULaE 1ean1un3al (Penetration Testing
Tools) tJusu
&). WUTTUIULBENITAINU Tumswanlassadeiugiu wy Aue

o w o o 1
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Tunsussquinvane (Ends) vesnewinlng Innnuanansamslsivesidoinisuszney
Fawdusing o il
.0 NJNYINTYUARE (People)
&.0.0 UAAINT

o) NUsAUUYY Uard e uInTs @NTaUTISNUY NUEY
UftRnsmslaued Tarmdhlalugnsmans vdndey uasimeluladiferfumsufin
nsmdlaiued ielinisdainisvienisliuuimsufoRiiussansnm

) YufuRnsUesumsleiues (Cyber Protection Team: CPT)
annsaundeunIeviedeya laswaisasaumevasnasinlve Milgnusung uag
wntu fmsaduayunstiosulasedefiuguddmeansaunavossana

o) gnUfifnamslauesdmiulassadisfiuguddgmi
ansauna (CNMT) ZPaanuanunsaumednu yaujianistesiunislees (CPT)
wazajutiunisUesiussuumaluladufjianis (Operational Technology: OT) ¥es
Iﬂsqa%ﬁqﬁugmﬁwﬁzgmmiaumﬂ (C) vpaUsEIne

&) yauuRnsiInseanslaiues (Cyber Threat Intelli-
gence: CTI) awnsasiusiadeya Iinszviundsiinn ey annisalfoana
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&) yaufuRn1sAunTInTeinndleiues (Analyst Support
Team: AST) a1unsasiusindeyadeanaunazdawts Iinsgvinginssy Yodld
lussuy deyadoundunsunsnszatevesians uwavdssilunansenuainnislaud
ilensununstlesiuognadiussansnm
o) YAnTIaUTEIiunalelues (Cyber Audit Team: CAT)
anunsaUsziiueudssmaluiued aneaeulariinzsiteyalunietny sz
AnuUaenfovaaeUndiniy ndeustuUAIUANNIEEs AsIaaeunIsaA e
Uaonieretszuuduinis nisussdiunansenuveansnsainitlaiues naeniu
NsnsIvdeUAUNSoNvRIMNUT ULBIANSalandY
o) YaatuayunstedfuRnisnieleiues (Mission Support
Team: MST) anansaudlulymaeniuisansais aunsaliasedng Wsnnesuasseuy
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finestayrnnisnesinlue (unum.) fviue
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(UBU.1715) a11150UAaININIEUaslunguaIudie 9 Wisunsinsiu
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(National Crisis Management Exercise: C-MEX)32AU @18n9uanenIsunIsnis
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<.0.& 452UV Recruit and Talent Management ai1saAnLaen
yaansfidUszAnsnmdnUsedins uasiimnsdnmanduanmatuldegamnza
H1uN13IANIsUsTuinwenelaiues (sedunasinlng nuIBeusy NTUY wag
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IANANTITU Cyber Bootcamp szAuLlsau@ne Lﬁaﬂizmé’uﬁuﬁ‘uaza%ﬁagm%’aga
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orawslued siusinslunsufdinissin wihnussnadernyiiey b
Hifitamaysnu Network, Website, Mobile, Malware uasuihdaienstosiulayd
Hoatulasadeiuguddyyeansauwme Q) wasmuiunisatiuayumsUFians -

&lo NF¥UIUNTT (Process)

Clo.0 NTDULUIAA @NLNTONAUT White Paper (19n@15UnT11) 39
lena1sssudadnudndounisufiinissaunsleiveiatuayuuuddn
Multi-Domain Operations (MDO), National Institute of Standards and Technology
(NIST 800-115), SANS’ Red Team Framework and Methodology (RTFM) Liag Open
Web Application Security Project (OWASP) s3ufen1siniunuleunewasiuiu o
TumsihwanusiunsUasnsieluuesiguusinseysanailvy (san.nm) wae (s
ISR (Hu.maa.) urusulledeanatunidluiues newinlve (nn.) advayy
dnauangnssunisnsinwauiunsUaeadelsiuefuiend (anue) uae
Tnssasraiuguddgmeansaume () msdiiRmsmalsues Ussneuusutesiy
Uszine ngwine, Wiuiw‘ummm NNIENTI NYNTHIAET (Rules of Engagement:
ROE) 7iAeados LLavmmmusuumaumimmu (Standard Operating Procedure:
soP) Tuusuniidutusfufugnsmansuazudnien

Clolo A1TANUUNITAIN 9 ansasndunisuszdunuides
praussdunsluueiiiuinnsgiu UfTBnsiunmstnlewesiiuseansam
a$uamunufiefuimansteyafumnenu Tasaduiuguddymeasaume Q1)
uazmhenuduiluwazuenUsane sufunuussnaulsuesnesinlng Usvau
AnuTmileiuseUsema loun COWG SSCI ADMM (Cyber) UjjdRnuaionsufun
N15bUU Red Team i?uﬁﬂmiﬂﬁﬁami Joint Cyberspace Operations Task Force
Deployment wag CTI Sharing

lnansAnwanznsal (Case Study) el
Tdluues : msassmuaviimunidsasessuasnsuaiel



<o walulad (Technology)

<a.o WSsulwuasnms DvesljiRnsaeuiinesdmiunisteu
waziinduegrameliios fszuu Online Course fianansaatiuayunsAnwimeauLed
dmsuynanslude €o.o 5WA5TUL Online Course fildunisatiuayuain
AneUsEImARY SeUU IMCITE Wudu dsvuu Cyber Range & Simulation, Training
Center, Training Labs nsloiuaififesnisegnensuiou dvesuftRnismalulad
U§jURn15 (Operational Technology Lab: OT Lab) Fiduressiaosnisilndhse s
Lwaﬂ’ﬁﬂﬂmqﬁ%’mﬁugquﬁwﬁzp}mqawaumﬁ («cn

Zalo AUUfTRNsTMMmalaued fidestiendndulunsufifn
louA guduiiinissiumndlusiues UJoint Cyber Operations Center: JCOC) uag
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Cyber-C2 Technology) T#319uHuY AIUAN LazUTedIu U Protect & Detect
Response liUasfiuuasnavauswsiafonnaiu Cyber Threat Intelligence 163w sen
foanauuazlitoyaldedn Cloud & Edge Computing sessumsdniiuiasUszaia
HATEYATILILNIN Post Quantum Cryptography Technology Wnsusiaditestu
nslanfanmAsuiwesmeudulusuIan Zero Trusted Architecture Technology
UFtRnsuuvdnms “lidetiolas” Tasnaaeuynnisitnis

<o waluladlunsatuayuiindfonis fiedesdlefdndudmiu
msatfuayunsuidRnulaun Cyber Deployment Platform Technologies, Forensic,
Big DATA, Al, GIS uagnsinea Platform au 9 Asududmiunsufoanng

€. BUININITATTUILASARIUINIAINAA U IBLUDIVDY UTU.NUS
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[
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aeluiifuuusssy wu sauadia lunsviouy wuddnius anunseiedodu
Afnassassd vizeauBavgu wifunddasdudedidonn uwinnauanindeus
waztanldtunszuIumel

- M5UTZIEILYR9I9 (Gap Assessment) ATIAEBUNMAINALUALNLEN 9
Tinweagals

- wdngnsiam1zune (Micro Module) Samsiinausuuuudesiliiunidam
e W nssullamanisalaside (Incident Handling) uag

- MsazanUszaunsal ﬁ@ummmzﬁ’uﬁugmwﬁﬁzﬁ’u;:JL%EJ’JSUWQJ, (Expert)
fanunsadaduladegmsmansluaniunisalingals

uonani usu s Sxflgysmansmsimuiidmasuluedinunsliluea
Ends, Ways uaz Means lunssifiunuiieliannsossy “auitlidmivamilly”
fswazidun il

Ends (Whwiane) Aonsairsszunassmuagsiunyaainsiidsm
ans30u (Competency) Iiantesismm (Gap Analysis) safamsananiosi
dmdumsasmuagiaunidmaiulsvedvenesinlne faunsaassmidana
Tgwesiidinmuanunsammezsuimalsues sudeuse “Un” 904319 (Gap)
YosauTIaUEYRsnUURN I lauesia

Ways (38n15) Aensimuasuniy/unuimmii msleues, fvun
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wazaNssauzreIgaufUAn1sne lewes siudamunuaniiggegvainisineusy
(Micro Module) titeTntainaanan uau. s
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seeugale

Means (n3we1n3) Mdszuu IMCITE dwmSunisineusuiaiiouass
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- qUUTEIIM WEU. IS LeSUauUssInaiatiuauuInniasy
Tunsdmynaussauy wazdanusiuiioseninalsena (USA) Wi Cyber Defense
Working Group

oils Yadugmudide ves uwumns louA nsflayeununy (White
Paper) Tiwumemsmansitiniau Tassadiugiu (suu Server Cloud) wamelasile
ffuadefiarunsoaduayunisufuianusuianietisanusnieldiunis
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mnmsdnnndayegnsmans Asif o/edor e “wumsnsasimiuay
Wannamamuleefvesnewinlnesesiuasmswaslvl” Wetudl o¢ unsiau
WA, b&ox HTIUNNTHUNU Usznousmudununiisnudiuleiuesainivaivin
MheuNANaEoU waenansu Tussauulouts seAusuIuns wazsesuufiRnig
savsdunuduidma gnsn1s wasdvinig swiiay <o viu viell anevds
msfnnnfimsuiangugosiieliiidnsuldszaenuin lnsuiseenidu m ndu fai
o) nélee/heins ) ngusnnems uay ) nauUFtinig ednhawenan
(Scenario) Tu#id® (Focal Question) “N13AIANITAINTNDUIANYDINITATITNILAL
Wannidewaduluesvasnasinlnesesiuasasuaiolv” Jsivundauys
K&nG (Driving Forces: DF) flagdanansenusenisassmuazimuiidmaduluues
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afanns weliduuny X waz Y lunisiesey Tnenisiden DF 11 b & leau
MINATANMILNTOULLIARAMUNMIUINSIUNYEE (Human Capital Management) wae
nqufuseala (Motivation Theory) fail
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